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Introduction 

This document describes how we will manage our data and records, based on 10 
principles set out in the Information Management Strategy.  It brings together, in 
one framework, all policies related to managing information. The document: 

 explains your responsibilities  

 provides guidelines and procedures for managing information in 
accordance with the framework and any legislation that applies to us 

 helps to protect and make best use of our technology and business 
systems.  

What you need to know 

Information is grouped in four sections: 
1. Security – how we keep information and systems safe 
2. Users’ responsibilities and monitoring – what you agree to do when 

using the our information technology, data and business systems and how 
that use is monitored 

3. Software and hardware – procurement, implementation & disposal 
4. Data and records – how we manage our information, setting out 

standards and providing guidance to ensure data and records meet our 
business needs and legal requirements.  

How to use the document 

The contents page gives brief descriptions of each policy, making information 
easy to find. Clicking on a title takes you to the full text so you can refer to details 
when needed. At the end of each policy a link returns you to the contents page.  

Scope 

The policies apply to:  
- all staff, members, partners, volunteers, contractors, visitors and anyone 

engaged to work with, or who has access to, our systems and data. 

- all locations from which  our systems are accessed  

- all methods that allow individuals or organisations to access our 

information. 

Your responsibilities 

You agree to follow all the policies set out in this framework and ensure: 
- IT systems are kept secure and protected against unauthorised access 

- data is kept secure and protected against unauthorised access 

- the integrity and quality of information is maintained 

- the confidentiality of information is assured 

- all breaches of information security, actual or suspected, are reported  

- regulatory and legislative requirements are met 
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IT and management responsibilities 

The IT Team and managers will ensure: 
- availability of information and business systems are provided in 

accordance with the service level agreements 

- guidelines for the use and security of our systems are in place and users 

understand them 

- all breaches of information security, actual or suspected, are investigated 

- Heads of Service are directly responsible for implementing the policies 

within their business areas, and for ensuring staff adopt them 

 

Breaches of the policies will be handled in accordance with the Authority’s 

Disciplinary Procedures 

Acceptance & review 

You are required to complete an on-line form to confirm that you have 

understood and accept the main principles contained in these policies before 

being given access to the our computer systems  

The framework is reviewed, amended and updated as we adopt changes in 

technology and to comply with revised legislation. 

If you have any questions or would like some more information then please 
contact the Head of Information Management or IT Support. 
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Security – keeping information & systems safe 

Information technology user security  

Key responsibilities for protecting data and information systems. 

 

Your responsibilities 

 you are responsible for protecting the data and information you work with 

 identify sensitive data - if you are unsure about what constitutes sensitive 

date then check with the Data Development Manager and DPO. 

 understand that information is a valuable asset that should be protected at 

all times 

 use the resources responsibly and for the benefit of the Authority 

 understand that you are accountable for any action taken in relation to the 

data you work with 

 if you observe anything unusual, tell your Line Manager, or IT Support 

 ensure that data held on removable media (other than that in the public 

domain) is secure and protected from unauthorised access before being 

taken off site. 

 

When using our computer systems you must: 

 choose a password that is hard to guess  

 log off or lock your workstation/laptop if leaving it for any length of time 

(note: the system will do this automatically after 5 minutes) 

(note2: windows key plus L is a handy shortcut for locking your computer) 

 protect equipment from theft and the damaging effects of food and drink 

 ensure important data is backed up regularly. (Note: key data stored on 

the network is backed up at least once in a 24 hour period).  

 inform  IT Support if you think that your workstation/laptop is infected with 

a virus and disconnect it from the network immediately 

 protect personal or confidential data (particularly when using equipment on 

public transport or in other public places) by ensuring that your screen 

can’t be seen by others. 

 protect personal and confidential data by applying a pin code to work 

issued mobile phones and ensuring the phones are encrypted. 

 Only install apps on your mobile phone that are authorised.  We will soon 

be rolling out software that will whitelist apps – it will be OK to install from 

this list. 

What you can’t do: 

 share data with individuals or other organisations without checking whether 

a) you have consent  b) it is safe to do so  

 duplicate or copy software 

 install or alter the configuration of any software on your machine (including 

laptops and tablets.) 
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 leave work issued equipment such as tablets, laptops or mobile phones 

unattended in plain sight 

(Note: during transport laptops should be stored in the boot of your car) 

 

Note: Your workstation/laptop will be audited automatically every time you 

log on to the system. Logins to, and use of the network, are monitored and 

audited. 

Passwords 

Setting robust passwords. 

 

Your responsibilities 

Passwords are an important aspect of computer security they are the front line of 

protection for user accounts. A poorly chosen password may compromise the 

entire corporate network and data. As such, all members and employees 

(including contractors and vendors with access to our systems) are responsible 

for taking the appropriate steps, as outlined below, to select and secure their 

passwords. 

 

When using our network you must: 

 choose a password that consists of at least seven characters containing 

one of each the following: 

▪ upper case letters 

▪ lower case letters 

▪ numerals or punctuation marks 

 change your password every three months – they expire after 90 days with 

the 10 previous passwords remembered (so they cannot be re-used) 

 

 Don’t: 

 include your logon, first or surname in your password  

 share your password with anyone, e.g. given to colleagues when you go 

on leave.   If IT Support require access to your desktop or laptop, they 

will reset your password and once the problem is resolved you will 

be issued with a new password which you must change. 

 reveal a password on questionnaires, surveys or security forms 

 include your password in an e-mail 

Antivirus 

Making the best use of antivirus software to help protect the integrity of the 

network, applications (programs), and data.  
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Your responsibilities 

When using the network you must:  

 ensure that the anti-virus software is running. The Eset Endpoint anti-virus 

symbol  is visible in the bottom right hand corner of the screen. If it is 

showing a red exclamation alert then please contact IT Support before 

proceeding.  

 you may not use any unauthenticated equipment to access the network 

unless authorised by IT Support  

 delete any suspicious looking e-mails, and make sure they are also 

removed from your deleted items folder 

 install all service patches and windows updates which are notified to you. If 

you are unsure speak with IT Support 

 log off, turn off your computer and disconnect it from the network if you 

suspect there’s a virus on the machine. report it to IT support 

 

Don’t 

 disable the antivirus software for any reason 

 open suspicious-looking attachments 

 install any software from unknown sources 

 

Note. If you are in any doubt about an issue affecting the use of the 

antivirus software or possible infection you should consult IT Support 

Using our equipment 

Using our equipment in a secure and legal manner. 

 

Your responsibilities 

These policies apply to anything you do using our equipment (including laptops, 

mobile phones, tablets etc.), during both working hours and your own time. This 

means if you connect to any other network (such as at home), other than the 

Authority’s, you must: 

 make sure that you are working in a safe and secure environment suitable 

for the work that you are doing 

 only use the equipment for Authority work 

 abide by the Computer Misuse Act 

 make sure that any settings changed (e.g. on a laptop to get it to work with 

another network) have been checked with IT Support and do not conflict 

with settings on our network 

 only use removable media obtained from IT Support (e.g. encrypted 

memory sticks). 

What you can’t do: 

 use our equipment to 

▪ distribute offensive material 

http://www.legislation.gov.uk/ukpga/2015/9/part/2/enacted
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▪ illegally copy software 

▪ breach copyright regulations 

▪ send mass unsolicited e-mail messages 

 use our facilities to produce your own commercial work  

 do anything (including installing software) that will or may interfere with the 

normal working of our IT facilities or may interfere with or disrupt other 

user's use of IT facilities or access, corrupt or modify other user's data 

without their consent. 

 

Note: If, for any reason, connection to a home network is found to be the 

cause of a laptop not working with our system, then IT support may 

reformat the laptop which could result in data loss. The facility to allow 

continued connection via the home network will be reviewed. 

 

Examples of misuse of IT facilities: 

Our IT facilities shall not be used in any way which is illegal or may expose us to 

the risk of civil action: 

- software - should always be used in accordance with the terms of the 

relevant license, and copying software without the license holder's 

permission is prohibited 

- content - you should not assume that an author has given permission for 

use of their work. This includes use of third party text images, sounds, 

trademarks and logos (all of which are protected by intellectual property 

rights) in materials such as e-mails, documents and web pages.  Please 

see the guidance on Copyright and use of images. 

- offensive material - possessing or distributing obscene, indecent, 

pornographic or other material which is, or may be, considered offensive 

by other users is not allowed and may be illegal depending on the material 

and the circumstances; in some instances referral to the police will be 

automatic 

- discrimination and harassment - users may not create, distribute or 

access material which discriminates on the grounds or sex, race, disability 

or religion which may incite any form of violence or hatred; or which may 

constitute harassment 

- computer misuse - unauthorised access to accounts (including stealing or 

misusing a password), programs and/or data and all forms of hacking is 

prohibited, and may be an offence under the Computer Misuse Act 1990; 

unsolicited commercial e-mails are also illegal 

- defamation - care should be taken to ensure content is not defamatory. 

Particular care is needed when posting material to newsgroups or using 

social media  

- disclosure - is best to assume information such as e-mail content may be 

disclosed to others. Such material may in due course be subject to 

file:///C:/Users/ms/Downloads/Copyright%20Law%20and%20Use%20of%20Images%20(2).pdf
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disclosure under the Freedom of Information Act or Environmental 

Information Regulations 

- personal data – data from which a living person can be identified must be 

processed in accordance with General Data Protection Regulation 

(GDPR). Users must not create or maintain files of personal data for use in 

connection with their work without being aware of the GDPR’s 

requirements. Contact the Data Development Manager and DPO for more 

advice  

- contracts - users should be aware that it is possible to enter into a 

contract electronically. Care should be taken to obtain appropriate 

authority before committing the Authority to any contractual obligations 

(which may include clicking 'I agree' to an online dialogue box). The 

wording 'subject to contract' should be used in emails where appropriate. 

Non-Authenticated Equipment 

Accessing data on unauthenticated equipment in a way that will not compromise 

our systems or data. 

 

To ensure the security of our data and systems, access is only allowed using 

Checkpoint VPN, Citrix and Outlook via a browser (OWA)  

 

Your responsibilities 

You must: 

 make sure that the equipment is running the most up-to-date anti-virus 

protection 

 delete files that have been created and saved locally after your session 

 

Don’t: 

 leave your computer unattended and logged on to the network 

 retain work documents on the computer after your session 

 use personal email accounts for work purposes (including emailing 

yourself documents to work on from home) 

 

Note:  If you have any queries IT Support will try to help wherever possible 

but we are not resourced to provide full support for home working.  

Clear desks 

Guidelines to reduce the risk of a security breach, fraud and information theft 

caused by documents being left unattended on our premises. 

 

Background 

The policy exists to: 

- reduce the threat of a security breach, information and identity theft  
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- ensure we are compliant  with data protection regulations - keeping 

personal data secure 

- demonstrate that we are taking corporate responsibility for the personal 

data we collect and hold  and meets with the recommendation from audit 

  

Your responsibilities 

 at the end of the working day or if leaving the office for a significant amount 

of time, ensure your desk is tidy and clear of papers and files. We will 

provide under desk drawers and/or filing cabinets for this purpose. The 

drawers or filing cabinets should be locked overnight. 

 if you have a work issued laptop and/or mobile phone take these home 

with you at night  

 treat removable storage devices such as CDs, DVD, SD cards for cameras 

and USB memory sticks as sensitive and secure them in a locked drawer. 

 

Note: The policy is also designed to help reduce unnecessary printing, 

saving paper and cost. Please try and restrict printing – don’t print just to 

read. 

 

Tips for tidying your desk: 

 if in doubt - throw it out – but if you are unsure of whether to keep that 

piece of paper check  the Retention Policy or ask your Information Asset 

Owner  

 papers containing personal or confidential information should be shredded 

or deposited in the confidential waste bins located throughout the building 

 consider scanning paper items and filing them electronically. 

Users’ responsibilities – conditions of use   

Electronic mail 

Using email in a way that ensures the system works for the benefit of staff, 

members and customers. It’s very effective when used properly but can be a 

systematic weakness if not actively managed. 

 

Your responsibilities 
When using email you should: 

 check your mail on a daily basis – an auto-acknowledgement can be used, 

this tells people that the email has been received and lets them know when  

you expect to respond.  This is especially useful for those who work on a 

part-time basis. Auto-response should always be used when you are away 

from the office for any length of time, for example on holiday. 

 always include a meaningful subject line in your message 
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 check the recipient address before sending and double-check you are 

sending it to the right person 

 housekeep your mailboxes on a regular basis 

 delete messages when they no longer have a valid business purpose 

 take care not to express views which could be regarded as embarrassing, 

defamatory or libellous 

 always use the "Bcc" (blind carbon copy) when mailing to groups where 

members of the group are not known to each other or do not know each 

other’s  email addresses, or where you judge that the membership of the 

group of one or more individuals should perhaps not be disclosed to the 

others. If you use the "Cc" or “To” box, each recipient is informed of the 

identity (and in the case of external recipients, the address) of all the 

others. Such a disclosure may breach a duty of confidence owed to each 

recipient, breach our obligations under the GDPR or may inadvertently 

disclose confidential business information. This applies to both external 

and internal email. 

 use links rather than attachments where practical 

 set up an Out of Office message when you are on leave. 

 Manage your mailbox so that important material is filled in an appropriate 

location (i.e. not held within email mailboxes) and other material is deleted 

after its use. 

 

Don’t: 

 transfer personal or sensitive data by email. If this is unavoidable the data 

should be sent as a password protected or encrypted attachment. 

Instruction for opening should be given to the recipient separately and not 

included in the email 

 use email when it is easier or more effective to speak to the person directly  

 use your peakdistrict email address for personal correspondence 

 use your peakdistrict email address for commercial gain or personal 

financial transactions 

 use your personal email addresses for peak district correspondence 

 send excessively large electronic mail messages or attachments using the 

peakdistrict.gov.uk address - use MailBigFile instead 

 participate in chain or pyramid messages or similar schemes 

 represent yourself as another person 

 use your peakdistrict email address to send or forward material that could 

be construed as confidential, political, obscene, threatening, offensive or 

libellous 

 

Note: The e-mail system will block incoming and outgoing messages once 

the storage limit has been reached. If we did not do this our system would 

seize-up and inconvenience our customers and partners 

http://www.mailbigfile.com/peakdistrict-send/
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Tip for managing mail, the four Ds: Delete it, delegate it, deal with it or 

diarise it! 

 

Accessing the mailbox of a member of staff during absence 
This may be necessary when a member of staff is on an extended period of 

absence, for example sick leave or extended annual leave. 

 

To ensure that we manage this in a way that provides for business continuity but 

is also sensitive to the employee and complies with our obligations under GDPR, 

we need to meet certain conditions: 

 

 Any request for access should be made by the employee’s Director, Head 

of Service or Line Manager 

 Reasons for access including the importance of access to our business 

and in broad terms the subject matter of the messages to be accessed 

should be provided 

 Ideally the consent of the individual should be sought. If consent is not 

sought then the reason why should be clearly stated and the individual 

should be informed of the action taken. 

 Only access what appear to be work-related emails – anything of a 

personal nature should be treated as confidential. 

 When the individual returns to work they should be provided with the 

details of the emails that were accessed. 

 

Requests for access must be logged in SysAid.  A quick link to ‘mailbox access 

requests’ has been provided in the dropdown list, or you can access it through 

Categories: Change/Service Request > Permissions> Mailbox Access 

Request.  All questions must be completed. 

Games & screensavers 

Users are often unaware of the licensing issues surrounding games and 

screensavers. Generally game and screensaver software is bound by the same 

laws as any other program. 

 
Your responsibilities 
Unless your job requires it, downloading and playing computer games is not 

allowed. In exceptional circumstances, where a download is authorised, it is your 

responsibility to ensure that the game or screensaver is properly licenced. 

 

Note: The use and settings relating to games and screensavers is 

determined centrally via Active Directory group policy. Access to 

downloading software from the internet is controlled. 



Page 15 of 37 

 

Internet Access  

Browsing the internet using our connections.  

 
Your responsibilities 
We provide internet access to enable you to do your job e.g. research 

information, lookup details about suppliers and products, access government and 

other statutory information. Some personal browsing is allowed outside of work-

time (subject to it not adversely affecting the performance of network). 

 

Access to the internet (internal and external) using our equipment is monitored 

and logged. Abuse of the system will be reported and may be subject to 

disciplinary action.  

 

When using our connections to access the internet you should: 

 check the validity of the information you use – is it accurate, complete and 

current? 

 respect the data and software protections that are provided by copyright 

and licenses 

 inform IT Support immediately of any unexpected occurrence 

 

Don’t: 

 download  text or images which contain material of a pornographic, racist 

or extreme political nature, or which incites violence, hatred or any illegal 

activity 

 download content from internet sites unless it is work related, during work 

time 

 download software from the internet and install it on our equipment, unless 

agreed with IT Support 

 represent yourself as another person 

 use internet access to transmit material of a confidential, political, obscene, 

threatening, or harassing nature 

 store downloaded material that is not related to your work on our 

equipment 

 access catch-up services or watch live broadcasts on BBC iPlayer or other 

similar services. 

 

Notes: 

 use of social networking sites, e.g. Facebook, Twitter, for communicating 

news and information about the Authority. should be approved by the 

Marketing and Communications team (see Social Media policy) 

 it is acceptable to use the internet to download podcasts only if related to 

your work 

 listening to digital radio, which is being transmitted live, must be authorised 

by your line manager and only for legitimate business reasons 
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 personal use of social network sites and video interactive sites (e.g. 

YouTube) are not permitted in work time. Neither should your work email 

address be used on these sites. You may access these sites outside of 

work time, but bear in mind that you are still using work equipment and 

connections so be sensible. 

 the downloading of iTunes (and related services) unless related to work is 

not permitted. 

 if bandwidth compromises corporate operations we may restrict access to 

essential work related use 

If you are in any doubt about use of the internet you should consult the Head of 

Information Management. 

Social media Policy 

General guidance on how to use social media for the benefit of the work we do  

 

We support the use of social media as a way to reach out and engage with the 

public to promote the Peak District National Park and our work 

 

Social media offers many opportunities but also carries some risks, so protect 

yourself and the organisation by following these guidelines. 

 

Before using social media please get in touch with the Marketing and 

Communications team to discuss your needs. The team will help you 

decide if a new channel is needed, the best platform to use, and give you 

the necessary training and support. 

 

Your responsibilities 

 Use common sense - the most important rule of all: 

▪ Online communications are permanent.; you should assume that 

everything you write will have a ‘digital trail’ and will remain in the 

public domain (even if you later delete it) 

▪ Remember you are talking on behalf of the Authority as a whole so 

speak in the collective third person, i.e., ‘we’, ‘our’ 

▪ Everything you write online can reflect our brand, reputation and the 

way people think about us 

▪ Try to create a ‘call to action’ in your posts by signposting people to 

our website where appropriate. Always use short website links, e.g., 

tinyurl.com; 

▪ Try to use an image in every post as these are much more likely to 

be viewed, but be mindful of the image quality and always check 

that you have permission to use it. 

▪ If you share a social media post bear in mind that you are equally 

liable for the content as the originator of the message 
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▪ Do not respond to abusive or libellous comments; these should be 

moderated or reported as appropriate. 

 Be genuine  personable and talk in a way that people will understand 

▪ Don’t baffle people with jargon; use plain English, never assume 

knowledge and always give context. . 

▪ Take care not to alienate people – if you are responding to an irate 

customer ensure that your response is polite. 

 

Personal use of social media 

 Be sure to tell people that what you are writing is your personal opinion – 

this is easily done via your profile settings on most platforms 

 Don’t make comments that reflect poorly on us; always make sure that 

what you communicate is in line with our policies and respects the law – 

including laws governing defamation, discrimination, harassment and 

copyright. Check with the legal team if you’re unsure 

 

For specific guidance/training on using Facebook, Twitter, Instagram and/or 

LinkedIn, please contact the Marketing and Communications Team. 

Auditing  

Monitoring the use of our computer systems 

 

IT responsibilities 

- IT Support use auditing software to check that software is legal 

- various aspects of the system are also investigated each year by the 

internal and external auditors  

- we have a legal duty to report of the use of inappropriate material to the 

police. 

Unauthorised access & hacking 

Using our systems to gain unauthorised access to information. 

 

It is an offence under the Computer Misuse Act to access, or attempt to access 

electronic data or software without the permission or appropriate licences to do 

so. The majority of organisations who have suffered hacks, find that these are 

committed by unauthorised individuals getting access to data or software.  

 

Your responsibilities 

 Be vigilant – challenge anything that seems unusual 

 Check in visitors – ask if you don’t recognise someone in an area of the 

building that is accessed controlled 

 Challenge colleagues if they’re not complying with the policy 
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Social Engineering 

Social engineering is essentially the art of gaining access to buildings, systems or 

data by exploiting human psychology, rather than by breaking in or using 

technical hacking techniques. For example, instead of trying to find a software 

vulnerability, a social engineer might call an employee and pose as an IT support 

person, trying to trick the employee into divulging his or her password, or it might 

be in the form of an email which appears to be legitimate, often purporting to be 

from a trusted source. The message is meant to trick the recipient into sharing 

personal or financial information or clicking on a link that installs malware – this is 

often known as ‘phishing’. 

 

Common tricks of social engineers: 

 “I am calling about the issue you are having with your internet connection” 

 “We have noticed some unusual activity on your account and would like to 

investigate further to check everything is OK 

 We are from XXX and provide support for PDNPA, we need to take a look 

at your CCTV/Server/Alarm system/Network points” 

 

Your responsibilities  

 Use different passwords for online accounts and change them regularly 

 Be aware of the common ‘ins’ they use, see above 

 Check valid telephone numbers for the company and call them back 

 Check with IT if the issue relates to a PDNPA location or system  

 if you have evidence of unauthorised access to the network, or have found 

an error in security then you should report it to IT Support 

Don’t 

 Click on a link or open an attachment in any email that looks suspicious – 

just delete it 

 Log anyone onto a PDNPA computer if they don’t have their own 

credentials 

 Allow anyone to access your computer (on the ‘phone, via an email link or 

face-to-face) or for you to run applications or visit websites under their 

instruction 

 

IT responsibilities  

 IT block all remote access except for Domain Administrators and relevant 

members of the IT Team. 

 IT will investigate any issues with the aid of the logging and monitoring 

system. Depending on the nature and seriousness of the incident, action 

could be taken in accordance with IT and HR policies 
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Music at work 

Listening to music broadcast via speakers from a radio, CD player or through the 

internet or by other means is not permitted. This applies at any of our sites. We do 

not have the appropriate commercial licences to allow for this and the cost of 

obtaining licences is prohibitive. 

 

Listening to music using headphones and with your line manager’s agreement is 

permitted as this is classed as ‘personal use’ and so is exempt from the 

commercial licencing requirements. 

Software licensing & copyrights 

We respect all computer software copyrights and adheres to the terms and 

conditions of any license to which we are party. 

 

Your responsibilities 

 hardware and licensed software is provided to enable you to access 

and process data relating to our business  

 we do not support the use of unlicensed software and we are 

committed to the FAST (Federation against Software Theft) standard 

for software compliance. 

Software & hardware acquisition  

The process for procurement and licencing of hardware and software. 

 

Your responsibilities  

 requests for software or hardware should be discussed at the earliest 

opportunity with IT Support to ensure: 

▪ purchases are compatible with our standards and will work with our 
systems 

▪ they are capable of being supported and are sustainable 
▪ they are purchased at the best possible price 

 

IT responsibilities  

 a suitable solution will be sought based on the scoped requirements 

 if necessary, a license will be purchased 

 if the hardware or software is not currently in stock, it will be ordered 

subject to available budget and/or business case  

 once delivered, IT Support will make any necessary checks and the 

license will be added to the asset database. Hardware will be labelled 

assigned an asset number and added to the equipment asset register.  

  

https://www.fast.org/faq
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Software& hardware installation & maintenance 

Installing software and hardware. 

 

Hardware and software should only be installed by IT Support, or under their 

guidance if being installed remotely. (Note: this does not include automatic 

updates to the operating system or antivirus software which may require some 

user input). If there is any doubt please seek advice from IT Support 

 

Upgrades and patches will be tested by IT Support before being distributed more 

widely. Where such upgrades affect critical or unique machines, a reversible 

snapshot will be taken before deployment to allow the process to be reversed. In 

these cases, critical services may be stopped to maintain data integrity 

Software & Hardware movements  

Managing software and hardware so assets and licenses are controlled and 

properly monitored. 

 

To ensure correct asset and license control, software should only be redistributed 

or moved between machines by IT Support. In addition hardware should only be 

moved and installed by IT Support. 

 

Your responsibilities 

When a new member of staff joins or is relocated to a new office, their manager 

must inform IT Support at the earliest opportunity to ensure that the relevant 

hardware and software is available. Similarly, when a member of staff leaves, IT 

Support should be informed in order that software and equipment can be re-

distributed and the appropriate amendments made to the asset register. 

Software & hardware disposal  

Disposal of software and hardware that is no longer needed.  

 

Disposal of software and hardware can only be carried out by IT Support. Once a 

computer is ready for disposal all software will be removed and where the license 

permits, the software will be re-used or stored for future use. If the license does 

not permit re-use, the media will be securely destroyed. All hardware disposals 

will be carried out in accordance with Waste Electrical and Electronic Equipment 

(WEEE) Regulations  

 

Your responsibilities  

 All hardware and software is to be returned to IT at the end of its life 

 All storage devices (including SD cards, memory sticks and other 

removable hard drives) should be returned to IT at the end of life as these 

must be securely erased before disposal 

 

https://www.gov.uk/government/collections/producer-responsibility-regulations#waste-electrical-and-electronic-equipment-(weee)
https://www.gov.uk/government/collections/producer-responsibility-regulations#waste-electrical-and-electronic-equipment-(weee)
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IT responsibilities  

 ensure all disposals are carried out in accordance with relevant legislation 

 ensure all disposals are appropriately recorded, and (where applicable) 

destruction certification is obtained 

Software compliance and documentation  

Ensuring that software is purchased and used legally. 

 

Except in special circumstances software licenses are purchased corporately and 

all software purchases are logged as assets. Where applicable the software 

media itself is stored in a secure area of the network, only accessible to IT 

Support. Records of invoices are retained by Finance and further evidence of 

entitlement is kept on file and within the electronic filing system.  

 

There is a regular check to ensure installed software matches what has been 

purchased. 

Freeware & shareware  

Using shareware, freeware, evaluation and public domain software. 

 

All freely available software is bound by the same policies and procedures as 

purchased software. Freeware/Shareware cannot be installed without permission 

from IT Support and will appear in audit logs. (Note: sometimes free software 

will require a licence if it is for business and/or commercial use) 

 

Your responsibilities 

If you have a valid business requirement and have obtained permission to use a 

piece of shareware or freeware then you should discuss with IT Support, who can 

obtain, test and load it for you. 

 

You will need to ensure that you arrange for purchase of the software before it 

expires. If the software is to be retained you will need to follow the usual 

acquisition procedures. If it is not required the software will be uninstalled. 

Fonts 

Use of the correct fonts for work. 

 

Fonts are supplied as part of an operating system or an application, and are 

installed as part of the initial set-up. No other fonts should be used unless they 

are licenced. Where a specific licence is obtained it is usually for one user so 

should not be shared with others. Please check with IT Support. 
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Data & records management 

Data quality and accuracy  

Ensuring our data is of the highest quality and meets relevant legal requirements. 

 

Your responsibilities 

 check there is only one master copy of data that has a named owner. 

Where overlap in  ownership cannot be avoided identify a primary data 

owner to take responsibility for ensuring the integrity of the data 

 limit the permissions for editing or deleting the data to only those who 

need it 

 before a new record is created check against existing records to ensure it 

does not already exist 

 ensure that personal or subjective comments can be substantiated 

 ensure data remains clean, by taking steps to mitigate the occurrence of 

redundancies and errors 

 wherever possible, check that your data is valid 

 investigate, and where possible, correct any inconsistencies in data as 

soon as they become apparent. 

Information management and storage  

Managing and storing data and records regardless of format or medium.  

 

Our information is a key resource in service delivery. It also provides evidence of 

any activities or decisions which in turn demonstrate our commitment to 

transparency and public accountability.  

 

Data and records must be managed to: 

 ensure consistency in record creation, description, classification, 

maintenance and destruction, 

 ensure the application of an appropriate and legally sound records 

retention policy 

 ensure records are maintained in a safe and secure environment 

 enable the identification of records of historical or other importance at the 

earliest opportunity to ensure that they are preserved  and accessible to 

the widest audience 

 ensure the security of personal and confidential data  
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Your responsibilities 

Everyone is responsible for making proper arrangements for the care and 
administration of data and record from creation until being selected for destruction 
or permanent preservation. This applies regardless of the medium – CD, USB 
memory stick, SD card etc.  
 

To help improve efficiency, support decision making and corporate governance 

you need to:  

 understand the corporate value of information – your data may be of use 

to others 

 store data and records in the most appropriate place for their purpose – 

the default assumption is that data should be publicly available (on shared 

drives or the internet/intranet) unless there are specific reasons for it being 

withheld e.g. it is personal or sensitive 

 if it is personal or sensitive consideration should be given to the degree of 

security required – e.g. limit access or, where necessary, password 

protect or encrypt 

 all data or records which contain personal data should be considered as 

confidential in nature, unless consent to share or publish has been 

obtained, or the data is already in the public domain 

 ensure records provide authentic and reliable evidence of business 

transactions 

 organise information so it is accessible  and ensure data can be easily 

identified by 

▪ adopting clear file and folder naming conventions that others will 

understand 

▪ saving ’work in progress’ on shared drives – data should not be 

stored permanently on the local ’C drive’ of your computer or on 

removable media (CDs, DVDs, USB memory sticks). 

 consider using a date prefix (yyyymmdd) for file titles as this will ensure 

data is sorted chronologically ensure information is gathered, organised 

and published in legally compliant ways 

 when storing active data and records consideration should be given to 

▪ the period of retention required  

▪ the frequency of access 

 data and records which are no longer active, but need to be retained for 

archive or legal reasons, should be stored in the most appropriate place 

for their purpose e.g. in a clearly identified archive or on a protected disc. 

This can include depositing material with  a local or National records office 
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Managing emails 

Saving and storing email. 

 

Emails can form part of important Authority records. They need to be managed in 

the same way as other records to ensure that information can be found easily and 

disposed of appropriately; and to ensure that we comply with relevant legislation 

such as the GDPR and the Freedom of Information Act (FOIA). 

 
Your responsibilities 
Deciding what emails should become ‘records’ 

Emails should be kept if their content meet any of the following criteria: 

 documents how decisions have been reached and why changes have 

been made   

 formulates or implements policy 

 commits us to certain courses of action including the provision of services 

or resources, or the purchase of goods and services 

 documents the establishment, negotiation and maintenance of business 

relationships with suppliers, contractors, clients or staff 

 proves a business related event or activity did or did not occur 

 demonstrates the initiation, authorisation or completion of a business 

transaction 

 identifies who took part in a business activity 

 meets a legal or compliance requirement 

 facilitates business analysis and reporting 

 displays public accountability for policies and decisions  

 has long term value for future reference or historical purposes 

Note: but only if there is no other document(s) to support this 

 

Emails should not be kept when they are: 

 circulated for information or reference purposes 

 of short term operational value, such as the organisation or confirmation of 

a meeting 

 mass circulated communications which require no action such as 

newsletters, product information and flyers 

 personal 

Such emails can and should be deleted as soon as they are no longer needed. 

 

Deciding who is responsible for creating email records 

 When emails need to be kept the following conventions should be followed: 

- internal messages - the sender or originator should keep a record of the 

email and subsequent thread 

- if action is required by recipients they should also keep a copy of their 

responses attached to the original email  
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- external outgoing emails - the sender is responsible for keeping a copy of 

the original message and the subsequent thread 

- external incoming emails - the recipient is responsible for keeping a copy 

- external emails received by more than one member of staff – the main 

person responsible for the area of work associated with the subject of the 

email is responsible for keeping a copy 

 

Managing Attachments 

Attachments should be avoided when sending internal emails, links to the 

documents should be used instead. In cases where attachments are needed, a 

decision must be made as to whether the message, attachment or both should be 

kept as a record. Such decisions are dependent on the context. 

- in most cases the attachment and the message will need to be stored 

together, as the message often provides the context to the attachment. 

This will mean saving the message into the appropriate folder on the 

shared network drive 

- emails that contain on-going discussions leading to a final decision should 

only be kept if they document the reasons why changes are being made  

- if the carrying message provides no context to the attachment, serving 

only as a compliment slip in effect, only the attachment need be retained 

 

When and where to file email records 

The periods for which records need to be retained are determined according to 

business and regulatory requirements. See Retention and disposal of information 

 

The following guidance on where to file and manage email records should be 

followed: 

- If the email is a record, but does not need to be kept for any longer than six 

months, retain it within the email system and file it in appropriate email 

folders which mirror any existing file and folder structures in your paper and 

electronic record keeping systems. It should be deleted promptly as soon 

as no longer required and in any event within six months. 

- If the email is a record which needs to be kept for longer than six months, it 

should be moved out of the email system and onto a shared network drive 

folder. Storage of emails in their original ensures that all the metadata 

(embedded information about the message such as To:, From:, Date:, 

Subject:) is captured and preserved. This approach also ensures that 

emails are kept together with all other electronic records relating to the same 

matter.  

 

Naming email messages when saving as records 

When an email message is saved to the shared network drive, the title of the 

resulting .msg file defaults to that of the original email message. This may mean 

http://office.microsoft.com/en-gb/outlook-help/add-a-hyperlink-to-an-email-message-HA010208647.aspx
http://office.microsoft.com/en-gb/outlook-help/add-a-hyperlink-to-an-email-message-HA010208647.aspx
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that it will not reflect its content or the reason for capturing and will make 

subsequent identification and retrieval difficult. 

 

To help identify and retrieve saved email records, the following conventions 

should be observed: 

- if the default title of the saved email does not accurately reflect the content 

of the message then the .msg file title should be changed. For example, 

titles such as “RE: FoI Request” provide no information on content or 

purpose that would help identify relevant records relating to a particular 

case 

- the file title should provide sufficient information to identify its content 

- the file title should use natural language and spell words in full 

- the prefixes ‘RE’ and ‘FW’ should be omitted from titles as they provide no 

information on the message content 

- include a date prefix in the filename, following the convention 

‘YYYYMMDD’. 

For example, a series of emails saved to an electronic folder with the 

default titles “FoI Request”, “FW: FoI Request” and “RE: FoI Request” 

can be more meaningfully renamed as follows 

Date - FoI Request - Expenses - Applicant’s Request 

Date - FoI Request - Expenses - Finance Consultation 

Date - FoI Request - Expenses - Response 

Retention and disposal of information 

When should data and records retained or destroyed.  

 

Note: Under the Freedom of Information Act 2000 and GDPR, it is a criminal 

offence to destroy or dispose of records once a formal request to access 

the information contained in those records has been received. 

 

Data and records should be disposed of as soon as they have no further 

operational, informational or evidential value, and are no longer required for 

compliance with statutory or regulatory obligations. The Retention schedule  is 

available on the HUB and should be consulted once a file is ‘closed’ i.e. no further 

action is required or expected. 

 

Your responsibilities 

 actively manage the data you hold and dispose of it when it is no longer 

required. If in doubt, consult with your Information Asset Owner 

 records that have been identified for disposal should be destroyed in an 

appropriate manner,  

 bulk copies of personal or sensitive data held on paper, card or microfiche 

should be destroyed by shredding please speak to Property Service who 

can provide confidential waste bags. 

https://democracy.peakdistrict.gov.uk/ecSDDisplay.aspx?NAME=SD4065&ID=4065&RPID=968971
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 for the destruction of small amounts of personal/sensitive data use the 

confidential waste bins which are located throughout the building 

 data which is stored on hard disks, memory cards (such as SD camera 

cards and memory sticks.) or other storage devices should be passed to 

IT Support for destruction. CDs and DVDs do not need to be passed to IT 

Support, but should be cut or broken up prior to disposal. 

Data protection  

Guidance on the processing of personal data to enable staff to meet the legal 

requirements placed on them as employees of a public body.  

“Personal data” means data which relate to a living 

individual who can be identified from the data held, or from 

data and other information which is in the possession of, or 

is likely to come into the possession of the Authority. This 

includes any expression of opinion about the individual 

and any indication of the intentions of the data controller or 

any other person in respect of the individual.” 

Data Subject Rights 

Data subjects have the following rights in regards to how we process their 

personal data: 

 

- to make ‘subject access requests’ regarding the nature of information held 

and to whom it has been disclosed 

- to prevent processing likely to cause damage or distress 

- to prevent processing for purposes of direct marketing 

- to request erasure of personal information (‘the right to be forgotten’) 

- to request a copy of their personal data in a portable format 

- to be informed about methods of any automated decision-taking process 

that will significantly affect them 

- not to have significant decisions that will affect them taken solely by 

automated process 

- to sue for compensation if they suffer damage or distress by any 

contravention of the Act 

- to take action to rectify, block, erase or destroy inaccurate data 

- to request the Information Commissioner assess whether any provision of 

the Act/Regulation has been contravened 

 

Your responsibilities 

Article 5 of the GDPR sets out the major principles that all organisations are 

required to comply with when processing personal data: 

 obtain and process data fairly and lawfully and in a transparent manner in 

relation to the data subject–ensure that data subjects are informed of the 
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identity of the data controller (the Authority), the purpose(s) for which the 

data will be used, any disclosures to third parties that are envisaged and 

an indication of the period for which the data will be kept. 

 collect data for specified, explicit and legitimate purposes and not further 

process it in a manner that is incompatible with those purposes;  

 ensure the data collected is adequate, relevant and limited to what is 

necessary in relation to the purpose for which it is processed  

 ensure that the data is accurate and where necessary, kept up to date -  

 data is kept in a form which permits identification of data subjects for no 

longer than is necessary for the purposes for which the personal data are 

processed 

 ensure that data is processed in a manner that ensures appropriate 

security of the personal data, including protection against unauthorised or 

unlawful processing and against accidental loss, destruction or damage, 

using appropriate technical or organisational measures. (Note think about 

what is on your work mobile phone – is your phone secured with a pin 

code?) 

 ensure that we as the data controller are responsible for and are able to 

demonstrate, compliance with the principles 

 

Please refer to our Privacy Notice for more information 

 

Assessment of newly created personal data stores – Data Protection Impact 

Assessment 

A Data Protection Impact Assessment (DPIA) is recommended when setting up 

new procedures or systems that will process personal data. Please refer to the 

guidance document ‘Data Protection Impact Assessments’ and involve the Data 

Development Manager and DPO in the project. 

 

Note:  Particular care should be taken when recording special category 

data. Under the terms of the GDPR 2016 this consists of information 

relating to: 

- the racial or ethnic origin of the data subject, 

- political opinions, 

- religious beliefs or other beliefs of a similar nature, 

- membership of a trade union (within the meaning of the M1Trade 

Union and Labour Relations (Consolidation) Act 1992), 

- physical or mental health or condition, 

- sexual life, 

- genetic and biometric data, often obtained through DNA testing, 

fingerprint or facial recognition technology. 

 

https://www.peakdistrict.gov.uk/looking-after/about-us/privacy-notice
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If we hold special category data this will only be disclosed with the explicit 

consent of the data subject or if required by law. 

 

Loss of personal information – what you should do 

We collect and hold personal information relating to staff, residents and 

customers in order to provide them with services. We may on occasion have a 

need to share personal information with third parties such as partner 

organisations, other local authorities, the police or other regulatory bodies. All 

data controllers have a responsibility under the GDPR to ensure that appropriate 

measures are taken to protect the loss or unauthorised use of personal data. 

 

The ICO do not set out what constitutes a ‘serious breach’, but suggest that the 

following be considered when deciding whether or not to report a suspected 

breach to them: 

 

- The sensitivity of the data lost/released/corrupted – special category data 

such as details regarding an individual’s medical history are likely to have 

a much more damaging effect on the individual than perhaps their name 

and address. 

- Volume of data – it would be appropriate to report much lower volumes in 

some circumstances where there is a significant risk of individuals 

suffering substantial damage and distress 

- Potential harm to the individual based on the effect that the loss of data 

would have on the individual. 

 

Please refer to the guidance document ‘Process for Reporting Data Breaches for 

more information. 

 

Example: 

Reportable – theft or loss of an unencrypted laptop or memory stick/CD 

containing names, addresses, dates of birth and National Insurance numbers of 

100 individuals 

 

Not reportable – theft or loss of a marketing list of 100 names and addresses (or 

other contact details) where there is no particularly sensitivity of the product being 

marketed. 

 

Evidence that supports a serious breach of the GDPR, whether deliberate or 

negligent, can lead to a monetary penalty notice requiring the organisation 

to pay a fine of up 20 million Euros. If you suspect a breach has taken 

place, please contact the Data Development Manager and DPO who will 

advise on the course of action. 
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Privacy when using our websites  

How we collect information about users when they visit our websites.  

 

Information collected 

- personal information from customers through the use of enquiry and 

registration forms and every time they email us their details.  

- automatic collection of data about visits to our web site. The information 

obtained in this way, which includes demographic data and browsing 

patterns, is only used in aggregate form. We do not attempt to identify 

individual users. 

- users may opt-out of receiving mailings 

- the information we collect is used to audit site usage and make our web 

site more efficient, and to improve user browsing experience. 

 

Use of personal information 

We process personal information collected via our site for the purposes of: 

- providing a personalised service 

- conducting market research surveys 

- controlling access to restricted areas 

 

Use of cookies 

A cookie is a small file of letters and numbers that is downloaded on to your 

computer when you visit a website. They can do a number of things, e.g. 

remembering your preferences, recording what you’ve put in your shopping 

basket, and counting the number of people looking at a website. They are used to 

tailor your individual experience of a website. The information is encrypted, so 

only the website and your web browser can access it. You can set your browser 

to reject cookies. More information about cookies, including how to block them 

and/or delete them, can be found at  

 

Data protection law only makes a small reference to cookies, but the 

repercussions are significant for an organisation that uses them to track a user’s 

browsing activity. 

Recital 30 of the GDPR states: Natural persons may be 

associated with online identifiers…such as internet 

protocol addresses, cookie identifiers or other identifiers…. 

This may leave traces which, in particular when combined 

with unique identifiers and other information received by 

the servers, may be used to create profiles of the natural 

persons and identify them 
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So under the GDPR, any cookie or other identifier, uniquely attributed to a device 

and therefore capable of identifying an individual, or treating them as unique even 

without identifying them, is personal data 

 

Cookies for analytics, advertising and functional services, such as survey and 

chat tools, are all examples of cookies that can identify users. 

 

One of the most tangible requirements of the GDPR is in the definition of what 

constitutes a proper cookie consent, meaning, that the consent has to be: 

 

 Informed: Why, how and where is the personal data used? It must be clear 

for the user, what they are consenting to, and it must be possible to easily 

opt-in and opt-out of the various types of cookies. 

 Based on a true choice: This means, for example, that the user must have 

access to the website and its functions even though all but the strictly 

necessary cookies have been rejected. 

 Given by means of an affirmative, positive action that cannot be 

misinterpreted by the user 

 Given before the data is collected or the user enters the website  

 Must be easy for the user to change his or her mind and withdraw consent 

 

Data Security 

We safeguard the security of the data we collect with physical, electronic, and 

managerial procedures. In certain areas of our websites, while we strive to protect 

personal information, we cannot ensure the security of the information transmitted 

to us, and so we urge customers to take every precaution to protect personal data 

when they are on the internet, including only submitting the minimal amount of 

data required. As a general rule passwords should be changed regularly, using a 

combination of letters and numbers. 

 

Transferring information overseas - our use of MailChimp means that we do 

transfer personal data overseas.  MailChimp uses servers based in the United 

and has signed up to the Privacy Shield which provides an adequate level of 

assurance for storing personal data. 

 

External Links 

This privacy policy does not cover external links to non-Authority websites. 

Freedom of Information  

Dealing with requests made under the Freedom of Information (FOI) and 

Environmental Information Regulations (EIR). 

 

We are committed to a culture of openness in our dealings with the public and our 

partners.  FOIA and EIR allow access to recorded information held by public 
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bodies. The legislation applies regardless of the information’s age, format, origin 

or classification. The information can include files, databases, loose reports, email 

content, office notebooks and diaries, videos, audio recordings, microfiche, 

photographs, closed files and archived material.  

 

The assumption behind the legislation is that: 

- all information should be available unless it meets certain stringent 

conditions - referred to as exemptions – that allow the information to be 

withheld 

- depending on the type of exemption, the information may still be released 

if it satisfies the ‘public interest’ test e.g.  it would be in the public’s interest 

to have the information, for example details of MPs expenses. 

 

The majority of information we hold is in the public domain and is routinely 

available – for definitions see our Publication Scheme: Web link to FOI 

information on Peak District website 

 

Your responsibilities 

Dealing with FOI and EIR requests illustrate the process we follow when a 

request is received. 

 

When a request is received we have to: 

 respond within 20 working days. The 20 days starts from the day after the 

request is received 

 if clarification is needed, there is no duty to comply with the request until 

further information is received. The 20 day deadline then starts from the 

date the additional information is received 

 respond to the request in the format specified. We have to provide the 

information in the requested format where the cost of doing so is defined 

as reasonable within the Act and where it will increase access. We will 

provide advice and assistance to any applicant to enable them to access 

the information they require 

 inform applicants of their right to appeal if access to information is refused 

because of an exemption. This will initially be dealt with through our 

complaints procedure, carried out by a senior officer who has not 

previously been involved with the request 

 inform the applicant of their right to appeal to the Information 

Commissioner if they are not satisfied with the outcome of the internal 

review. The right to appeal to the Information Commissioner also extends 

to the Authority. What you can’t do: 

 destroy, alter or erase information after a request has been received. It is a 

criminal offence for both the individual and the Authority and carries a fine 

of up to £5,000  

http://www.peakdistrict.gov.uk/foi
http://www.peakdistrict.gov.uk/foi
https://democracy.peakdistrict.gov.uk/ecSDDisplay.aspx?NAME=SD4088&ID=4088&RPID=969020
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 ask why the request is being made - requests are “motive blind” and the 

legislation clearly states we do not have the right to know why the 

information has been requested  

 charges for providing information can only be made under certain 

circumstances. In practice the majority of information has to be made 

available at no cost to the person making the request, save for the cost of 

photocopies and postage. 

Backup  

Ensuring work data is stored safely. 

 

IT responsibilities 

 Backups are completed through two processes, short term backups, and 

long term backups: 

 Short term backups complete each day, and are retained for a 30 day 

period (i.e. on the 31st day the 1st backup is overwritten).This allows data 

to be restored to within a 24 hour time frame within a 30 day period. 

 Long term backups consist of 1 full annual backup, with differential 

backups (i.e. changes made) taken every month. These yearly full and 

monthly differential backups are retained for 10 years. Long term backups 

allow data to be restored to within a 1 month timeframe within a 10 year 

period. 

 

Your responsibilities 

 save all work in progress on a network file share, documents should not be 

saved to the local drive (e.g. C drive) of your computer or onto external 

media (e.g. memory sticks) because these will not be backed up 

 take care when saving and moving files. It is good practice to save files as 

you work on them. You are responsible for the data you create and should 

not assume lost or corrupted files will automatically be recoverable from 

backup  

 non-working files should be wiped or archived. Archived data is moved to 

another medium for long term storage. Archiving is intended for the 

storage of data that does not require regular or immediate access, but 

which may be needed at some point in the future (see Retention and 

disposal of information.) 
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Appendix 1 

Information Management Strategy Principles: 

 

Vision of how we will be when the strategy is fully implemented:  

1. All information will be managed electronically (including post and staff 

calendars). Paper files will be used for archive purposes and you should 

think carefully about the need to print documents (e.g. when consultees 

have no way of viewing electronic documents or staff need to take large 

format documents on site). 

2. Data will be restricted to a single source (one working copy of each 

document or dataset) that can be shared easily with others (e.g. 

automatically made available to partners or the public using document 

management software and the internet).  

3. Rights (to create, read, edit, write or delete data) will be controlled by the 

Information Asset Owners (IAO) who are responsible for ensuring the 

accuracy, relevance and security of the data. 

4. Infrastructure (servers, PCs, etc. and the network that joins them together) 

and information systems (software programs) will be sustainable and 

delivered to industry standards. They will be procured and developed 

corporately (and where appropriate, jointly with other National Parks) to 

integrate with existing technologies wherever possible. 

5. Voice/video/data will be available to all desktops (including remote centres, 

home workers and members) via a high speed, dependable network or 

secure (VPN) broadband. 

6. Secure mobile computing will be available for managers and field staff. It 

will be easy to use and integrate with office based systems. 

7. A single set of IT policies and operating standards will be adopted by all 

staff to improve security, training and support, and to simplify system 

maintenance. 

8. Easy to use, web based interfaces and services will be developed 

wherever possible. Where not possible, consideration will be given to how 

users, including remote users, will access information and services. 

9. Staff will be trained and supported in using systems by an adequately 

resourced core IT staff that will be responsible for maintenance of the 

infrastructure. Technology will be used to reduce our carbon footprint 

through procurement, telephone/video conferencing, reduction in 

consumables, etc. 
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Appendix 2 

IT service level agreement (SLA)  

 

Background 

The IT service comprises seven officers, supporting users spread over a number 

of sites. General support calls are handled by a team of 2 officers who look after 

the network, end user equipment and software. In addition specialist support is 

provided in GIS, web & browser development, database and business systems 

and records and information management. 

 

As well as dealing with day to day enquiries the team work on improving the 

overall standard of IT provision in accordance with the principles set out in the 

Information Management Strategy.  

 

Your responsibilities 

 before contacting IT Support  please try and find a solution to the problem 

using frequently asked questions in SysAid or by checking with colleagues 

 if you cannot find a solution you will need to raise a support request 

through SysAid 

 if SysAid is unavailable (e.g. because you cannot connect to the network) 

then telephone IT Support or call into the IT office. 

 support requests should be prioritised using the following guide criteria: 

▪ high –urgent cases where you are working to an immediate deadline 

and where no workaround is available, or the problem is affecting a 

greater number of users 

▪ normal – where a problem is preventing you continuing a specific task 

but a workaround is available and/or you have other tasks you can 

work on  

▪ low  - for non-urgent support or requests on tasks that do not 

immediately affect your work 

▪ project – for all new and developmental work 

 please be realistic in your expectations as the team is small and deals with 

a variety of calls and manages a number of projects 

 please ensure you provide as much detail about the problem as possible. 

The SysAid support request form is set up to help you do this. The more 

detail you provide, the greater the chance the problem can be solved 

promptly 

 

Don’t 

 expect preferential treatment if you drop into the IT Office. To manage the 

volume of work and provide a fair service to all users , requests will be 

processed using SysAid 
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IT responsibilities 

 the support desk is available from 09:00 to 17:00, Monday – Friday   

 calls raised through SysAid are acknowledged automatically with updates 

as appropriate 

 requests made by phone and email must be entered into SysAid before 

they can be acknowledged. When the team is very busy this may result in 

a delay in dealing with your request 

 IT Support reserve the right to review priorities. If your request is 

reprioritised you will be informed 

 network and other issues affecting many people will normally take priority 

over support requests where one or a small group of people are affected. 

 

  



Page 37 of 37 

 

Appendix 3 

 

Access to our computer systems. 

 

Completing the Information Management Policies Framework users' 

agreement is a prior requirement for access to PDNPA's IT services such as your 

computer, email and network drives.  
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